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	2005 NSF Proposal
	Dr. Mercuri's Work
	Source of Dr. Mercuri’s Work

	Page 1:  We propose to form A Center for Correct, Usable, Reliable, Auditable, and Transparent Elections (ACCURATE).
	Additionally, I believe the title "A Center for High-Integrity Electronic Voting Environments" will be misunderstood...I suggest instead that you consider the following: "A Center for Creating Usable, Reliable, Auditable, and Transparent Elections"  (ACCURATE)
	Acronym documented in e-mail from Rebecca Mercuri to Peter Neumann, Drew Dean, David Dill, Douglas Jones, Avi Rubin, David Wagner and Dan Wallach, January 14, 2004.

	Page 15:  The FEC/NASED voting system standards define themselves as “working” standards, as does the IEEE standard now under development. At the same time that these standards are being used to certify particular voting systems, they are open to ongoing revision in response to changes in the technological landscape as well as changes in law and voting practices. 
	I have played an active role in the IEEE Voting Systems Standards working group, with the FEC in development of their 2002 VSS, and with NIST in their HAVA-related activities.  Each of these teams is developing “working” standards that will be used to certify a subsequent crop of voting systems, but they are not intended to be static documents. Rather, these are recognized as requiring ongoing revision to continue to adequately reflect changes both in computer and election technology, as well as evolution to accommodate current thinking in voting legislation and practices.
	From Statement of Proposed Work provided by Rebecca Mercuri to SRI in conjunction with 2004 proposal. This was issued by Dr. Mercuri in an e-mail on March 30, 2004, at 8:29 p.m. to Peter G. Neumann, Donna Linne and Alicia Siciliano.

	Page 15:  The ACCURATE Center should be able to provide valuable resources to these standards efforts.  Much of our proposed work is directly relevant, from the appropriate use of cryptography, criteria for evaluation the auditability of voting systems, and alternative models of voter verifiability, to studies of human factors and the legal context.  Our work on adversarial testing should also contribute to the standards process, as should our studies of the relationships between system elements and our work on canvassing and recount procedures.
	My efforts in this regard, will be to provide valuable resources for these standards bodies.  For example, where paper is used (whether produced by hand in the case of optically scanned ballots, or by machine using DRE/touchscreen equipment), issues regarding readability, longevity, retention, independent auditability and so on, shall be addressed.  Methodologies for assessing the accuracy of the original vote totals as well as accounting for disparities (when such occur) in independent recounts, will be developed.  Interrelationships among election system requirements, such as ... , will be examined.
	From Statement of Proposed Work provided by Rebecca Mercuri to SRI in conjunction with 2004 proposal. This was issued by Dr. Mercuri in an e-mail on March 30, 2004, at 8:29 p.m. to Peter G. Neumann, Donna Linne and Alicia Siciliano.

	Page 15:  The IEEE has recently created a subgroup of its voting systems standards efforts to study data transfer, hoping to define a protocol that can be used for cross-platform communication of ballot layouts.  The OASIS Consortium is also interested in developing such protocols.  We are particularly well qualified to evaluate and assist in the inclusion of security, reliability, and auditability features into such protocols and the development of protocols for the secure distribution of software updates to voting systems.
	The IEEE has recently initiated a subgroup of its voting systems standards effort that pertains to data transfer.  In particular, they are attempting to define a non-proprietary protocol that can be used across platforms and between equipment vendors in order to define ballot layouts.  I plan to provide assistance to this project in the following ways: developing methods of ensuring that ballot layouts accurately display and collect data appropriately in the individual election contests; assessing the usability of the layout engines as well as the ballot templates; and providing controls to demonstrate that the ballots reflect what was programmed.  Aspects of data transfer that the IEEE group is not presently considering, which my research might encourage, would include security, reliability, and auditability controls for the ballot templates as well as for the vote data and totals, as well as ensuring appropriate distribution of upgrades to systems and applications software. 
	From Statement of Proposed Work provided by Rebecca Mercuri to SRI in conjunction with 2004 proposal. This was issued by Dr. Mercuri in an e-mail on March 30, 2004, at 8:29 p.m. to Peter G. Neumann, Donna Linne and Alicia Siciliano.

	Page 13:  While the need for standards that ensure consistent treatment of all individuals is apparent (e.g., across race, language, disability, and jurisdictional lines), the processes for identifying additional areas where standards could be helpful and for relating standard creation to policy goals and implementations are in need of further research.
	The IEEE working group has considered the production of a "best practices" document in terms of balloting system design. This could be extended to cover end-to-end practices, as well as comparative merits of particular implementation features. ... Standards impacts related to multiple language ballots and accessibility can also be addressed.
	From Statement of Proposed Work provided by Rebecca Mercuri to SRI in conjunction with 2004 proposal. This was issued by Dr. Mercuri in an e-mail on March 30, 2004, at 8:29 p.m. to Peter G. Neumann, Donna Linne and Alicia Siciliano.

	Page 15:  The major vendors have participated with many of us on the IEEE voting standards development team, and have a vested interest in having improved accuracy, integrity, reliability, usability, auditability, and so on in their products.  We expect that they will engage in ongoing discussion with our Center, and potentially offer products for testing and evaluation.
	The major vendors have participated with many of us on the IEEE voting standards development team, and have a vested interest in having improved accuracy, integrity, reliability, usability, auditability, blah blah, in their products.  We expect that they will engage in ongoing discussion with our research group, and potentially offer products for testing and evaluation.
	Material provided by Rebecca Mercuri during the 2004 draft editing, documented in an e-mail from Rebecca Mercuri to Peter Neumann and Drew Dean sent at 4:27 p.m. on March 30, 2004.

	Page 10:  Traditional forms of biometric authentication may be unacceptable for the election setting, because many voters fear governmental collection of such data, and they may choose not to vote if they are required to use such systems.
	Traditional forms of bioidentification may be unacceptable for the election setting, because many voters fear governmental collection of such data, and they may self-disenfranchise if such are required to use the systems.
	Material provided by Rebecca Mercuri during the 2004 draft editing, documented in an e-mail from Rebecca Mercuri to Peter Neumann and Drew Dean sent at 4:27 p.m. on March 30, 2004.

	Page 5:  Ballot secrecy requirements usually go beyond privacy requirements in other domains, requiring that voters not be able to prove how they voted (even if the voters desire to do so), to defeat vote selling and coercion.  Voting systems must be auditable.  It must be possible to reconstruct the results independently from original records of the votes, which requires that these records be kept secure from accidental or intentional modification until the audit occurs (and thereafter as well).  At the very least, even if it is not possible to recover from all failures, it must be possible to detect failures.
	A standard could be recommended for ballot identification (that would not reveal the identity of the voter or be used for vote selling) in order to prevent alteration, removal, or substitution of ballots (whether on paper or in electronic format), along with high-reliability recovery techniques to be used for recounts or if/when data loss problems occur.
	From Statement of Proposed Work provided by Rebecca Mercuri to SRI in conjunction with 2004 proposal. This was issued by Dr. Mercuri in an e-mail on March 30, 2004, at 8:29 p.m. to Peter G. Neumann, Donna Linne and Alicia Siciliano.

	Page 13:  The increasing use of technology in elections throughout the 20th century has reduced their transparency. The number of individuals who have the technical ability to evaluate the increasingly complex machines is decreasing and, more important, the limitations on access to code base of the systems placed on those who are capable of evaluating them undermines our ability to know whether they will perform as promised. This “enclosure of transparency” and the fundamental tension between openness and proprietary systems is a formidable barrier to those responsible for selecting technology, establishing procedures, and running elections. Equally important is exploring technical, legal, and regulatory tools for increasing election system reliance on open, verifiable, systems.
	A computational solution that could be acceptable to the scientific community may not be sufficiently error-free or transparent enough to instill confidence in the voting public. The Mercuri Method involving the use of a paper audit trail, could be expanded to include cryptography and barcodes to ensure that the ballots remain in the box, and to allow for independent development of non-proprietary and open-source solutions for end-of-day tallying directly from the ballots that the voters had verified. The question at hand is to determine a methodology for counterbalancing transparency and trust in voting systems.  This component of the ACCURATE proposal will use the election scenario as a test bed for developing theories in this regard.  Inherent conflicts between anonymity and auditability will be examined.  The result would likely take the form of a hierarchical structure in which levels of transparency and trust can be ascertained.
	From Statement of Proposed Work provided by Rebecca Mercuri to SRI in conjunction with 2004 proposal. This was issued by Dr. Mercuri in an e-mail on March 30, 2004, at 8:29 p.m. to Peter G. Neumann, Donna Linne and Alicia Siciliano.

	Page 13:  Finally, in a complex system with a widely varied user base and disparate use conditions it is important to develop procedures ensuring that usage problems are fed back into the process of establishing rules and standards.  For example, today there is no standard system for reporting technology problems during elections, nor is there a process for feeding such reports back into the standard and certification process.  Election incident reports would be useful feedback  into the standards-setting and testing process and would help to ensure that election incident knowledge is retained within the system.  This research is relevant to a host of application areas where the performance of technology is critical to the attainment of objectives.
	Results, having potential expansion to other trusted application areas beyond voting, would be published broadly, in order to obtain feedback and so that others can make use of this research.  Incident reporting.  Currently there is no central repository for reports of election irregularities or equipment failures, and were there to be such a repository, there is nobody charged with analysis of such reports.... For this part of the ACCURATE project, I plan to direct the creation of an incident reporting and analysis facility ... for the collection and distribution of voting equipment anomalies.  ... This repository would be of tremendous use by those having direct or auxiliary involvement with the election process. The incident reporting data could be used to support and motivate many of the other aspects of the ACCURATE research project.
	From Statement of Proposed Work provided by Rebecca Mercuri to SRI in conjunction with 2004 proposal. This was issued by Dr. Mercuri in an e-mail on March 30, 2004, at 8:29 p.m. to Peter G. Neumann, Donna Linne and Alicia Siciliano.

	Page 3:  Members  of this research team have issued repeated warnings about the situation, since at least 1984. Since the 2000 election, the broader community of computer scientists has raised an alarm about security issues in computerized voting...
	Problems with election integrity and auditability were well known by technologists  and government officials as far back as 1984 but these issues were revealed to the general public by the events of Election 2000.
	Material provided by Rebecca Mercuri during the 2004 draft editing, documented in an e-mail from Rebecca Mercuri to Peter Neumann and Drew Dean sent at 4:27 p.m. on March 30, 2004.

	Page 3:  Many of the problems mentioned above spring from the limitations or defects of voting technologies, and mismatches between those technologies and the regulations and standards governing them.  For example, where computers are used in elections, it would seem obvious that they must satisfy rigorous security and reliability standards comparable to those used in other "mission-critical" industries such as aircraft controls, medical devices, or military systems.
	...the FEC/NASED process has not ensured that voting systems meet the level of security standards that are commonplace to critical computer equipment deployment, such as that used by the Department of Defense, the health care and avionics industries, and banking.
	Material provided by Rebecca Mercuri during the 2004 draft editing, documented in an e-mail from Rebecca Mercuri to Peter Neumann and Drew Dean sent at 4:27 p.m. on March 30, 2004.

	Page 6:  Another necessary component to an assurance argument is a secure configuration management system.  It does little good to analyze code (at either the source code or object code level) if we cannot assure that the code being analyzed is actually the code being used. We absolutely must prevent the recent situation in which California counties using Diebold's DRE systems found themselves running uncertified code, contrary to state law.
	There is NO configuration control and management practices, even the most minimum suggested by NIST, currently used or required by the FEC/NASED process to ensure that the voting systems being deployed are identical in construction to those that were certified.  
	Material provided by Rebecca Mercuri during the 2004 draft editing, documented in an e-mail from Rebecca Mercuri to Peter Neumann and Drew Dean sent at 4:27 p.m. on March 30, 2004.

	Page 13:  We, along with others, conducted a preliminary analysis of human factors issues in the 2004 general election and found ample support for high- and low-level usability and human factors standards as part of the Voting Systems Standards
	Human factors and usability was actually added to the FEC/NASED standards.
	Material provided by Rebecca Mercuri during the 2004 draft editing, documented in an e-mail from Rebecca Mercuri to Peter Neumann and Drew Dean sent at 4:27 p.m. on March 30, 2004.

	Page 2:  Canvassing, the computation of vote totals over the distributed election system, needs to be carefully examined, and given the frequency of clerical errors in real elections, all the operations and procedures involved in the conduct of an election need to be studied...
	Note that the IEEE Voting System Standard effort also entirely omits the equipment and software used to tally the votes and report the vote totals.  Their current effort only pertains to the balloting systems.
	Material provided by Rebecca Mercuri during the 2004 draft editing, documented in an e-mail from Rebecca Mercuri to Peter Neumann and Drew Dean sent at 4:27 p.m. on March 30, 2004.

	Page 7:  One relevant technique, called mix nets, can help ensure voter privacy while enabling public validation of the election.  This property, known as universal verifiability, is appealing; however, a number of issues remain before it can be put to use.  Most important is ease of use and simplicity.  Is there a simple cryptographic mechanism that provides universal verifiability?  Currently, the principles underlying mix nets are beyond most voters and election officials.
	Actually mix nets do not allow "anyone" to validate the election.  There is considerable obfuscation of the process, and unless you have a Ph.D. in cryptography you probably will not be able to understand that the process was applied correctly to produce the vote totals.  We need to change the sentence to reflect who can ensure that it is being done correctly, and also indicate that it is inappropriate for a bunch of propeller-headed geeks to be the only ones who can verify that the process correctly generated true election results.
	Material provided by Rebecca Mercuri during the 2004 draft editing, documented in an e-mail from Rebecca Mercuri to Peter Neumann and Drew Dean sent at 4:27 p.m. on March 30, 2004.

	Page 7:  We intend to study the broad applicability of cryptographic techniques to voting systems.  Our focus will be on simplicity, that is, designing cryptographic techniques that can be understood by an intelligent lay person (as opposed to a crypto specialist). ...  Is there a simple cryptographic mechanism that provides universal verifiability? Currently, the principles underlying mix nets are beyond most voters and election officials. The question is whether one can achieve universal verifiability by using a simpler mechanism that is easy to use, administer, and understand. Chaum describes an idea in this direction by using visual cryptography ... Another difficult problem is ensuring that a voting machine correctly records the voter's intent.  Voters should be able to check that their votes were correctly recorded without the ability to prove to a third party how they voted.  These seemingly contradictory requirements can be addressed using cryptographic techniques.
	Voters must be able to confirm that they have cast their ballot as they intended to vote. ... Cryptographers, such as David Chaum claim that is possible, using mathematical techniques, to provide total assurance of election results using methods that are independently verifiable. Still, all cryptographic technology involves trusted agents as well as a degree of obscurity, so there may be some lingering doubt as to the integrity of the outcome.  A computational solution that could be acceptable to the scientific community may not be sufficiently error-free or transparent enough to instill confidence in the voting public.
	From Statement of Proposed Work provided by Rebecca Mercuri to SRI in conjunction with 2004 proposal. This was issued by Dr. Mercuri in an e-mail on March 30, 2004, at 8:29 p.m. to Peter G. Neumann, Donna Linne and Alicia Siciliano.

	Page 9:  Last year, the Department of Defense considered fielding an Internet voting system called SERVE for overseas civilians and military personnel.  The project was abandoned when a report, co-authored by two of us (Rubin, Wagner) and two others, showed that the security concerns were too serious for SERVE to be used, even experimentally. While much of the focus on the use of networks in voting has centered on the Internet and voting from the home, much of the criticism leveled against Internet voting also applies to the use of other network technologies, from wireless networks to the telephone network, and much of it applies to seemingly conservative uses of networks including the transmission of votes from precincts to a central tabulation facility or the transmission of election results from a tabulation facility to a public Web server and to the press. ... For example, while networks could be used to make election results available for public consumption, they could also provide an avenue of attack for the public to reach the tabulation systems.
	Internet Voting -- where is the Rubin/Wagner/Simons report putting the kibosh on the SERVE project??? You must footnote this.  And you have completely left out the sociological factors here.  Say something like the following: "The bottom line regarding Internet (remote) voting must be its high vulnerability for coercion and vote-selling.  Any solution, no matter how secure, must also address and mitigate against these sociological factors."  This section should also include some discussion about other forms of networking: Vulnerabilities of dedicated networks and wireless transmissions, also now being introduced in increasing numbers into election systems (for tasks ranging from ballot face programming through end-of-night reporting), must be considered and mitigated.
	Material provided by Rebecca Mercuri during the 2004 draft editing, documented in an e-mail from Rebecca Mercuri to Peter Neumann and Drew Dean sent at 4:27 p.m. on March 30, 2004.

	Page 19:  The true technical success of the Center will be measured by having its technologies available and widely used in next-generation election systems, either from today's leading vendors, or from new entrants to the market.
	Add to the list of evaluation methods -- * Adoption of ACCURATE results and suggestions by vendors, members of the election community, and reflection in legislation.
	Material provided by Rebecca Mercuri during the 2004 draft editing, documented in an e-mail from Rebecca Mercuri to Peter Neumann and Drew Dean sent at 4:27 p.m. on March 30, 2004.

	Page 15:  All of the results of our work, whether video, audio, written, or software, will be made available to the public, free of charge, on our Web site, and at minimal cost on DVD.
	You might want to note somewhere that ACCURATE does not plan to patent or profit from its developments, so that they can be used by all.
	Material provided by Rebecca Mercuri during the 2004 draft editing, documented in an e-mail from Rebecca Mercuri to Peter Neumann and Drew Dean sent at 4:27 p.m. on March 30, 2004.
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