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ABSTRACT
ELECTRONIC VOTE TABULATION
CHECKS & BALANCES
Rebecca Mercuri

Dr. Norman 1. Badler

The subject of electronic vote tabulation involves a unique combination of technological,
computational, and sociological problems that produce a set of constraints upon the
systems used for ballot entry and vote counting. This document identifies the various
types of voting systems; the hierarchy of constraints under which they are required to
operate; and the numerous checks and balances that need to be provided in order to
ensure accuracy and integrity. The thesis work involved a detailed assessment of the
limitations of electronic vote tabulation systems using the framework of the ISO's
Common Criteria. A minimal voting system was described, along with a procedure by

which existing and proposed voting systems may be evaluated for potential flaws.

The result demonstrated the existence of a category of systems for which the Common
Criteria can be deemed inadequate. The Criteria provides for assessment of system
dependencies, but does not account for counterindications. Specifically, the requirement
for ballot privacy creates an unresolvable conflict with the use of audit trails in providing

security assurance. This has broad implications within other commercial arenas,
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particularly those involving anonymous data delivery. Other results involved an
appraisal of possible election risks (such as global denial of service and Trojan horse
attacks) that are enhanced by the deployment of electronic balloting systems, along with
recommendations of considerations that can assist in reducing these vulnerabilities. A
discussion of some issues related to the 2000 Florida Presidential election, recount, and

litigation is included.
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Preface

In June 1989, as a committeewoman in Pennsylvania, I attended a meeting where
Commissioner Lucille Trench announced that Bucks County was looking into the
replacement of its lever-style machines with new electronic voting systems. As a
computer scientist I felt uneasy about the prospect of turning our elections over to
computer software and hardware, so when I returned home, I mentioned this to my then-
husband, Patrick Mercuri, who recalled having read an article on this subject in The New
Yorker magazine within the past year. We tracked the issue down, I photocopied Ronnie
Dugger's lengthy essay and sent it, along with a three-page brief, to Commissioner
Trench. In the brief I said the following:

"As you know, our American system of government is based upon the
principle of ‘checks and balances.' The two-party system, the three branches
of government, the division of Congress into the House and the Senate --
these were devised to guarantee that fair consideration be given to all issues
that affect the populace. Computerized voting systems violate this essential
principle because they are not, at present, adequately examined or

controlled."

The Commissioner responded by requesting that I join their investigation and comment
on the Shoup systems under procurement consideration. Thus began the journey that
eventually resulted in this thesis. Along the way, I was able to convince Bucks County to

retain its lever machines, and I also played a key role in ensuring that New York City did

Xii



likewise with theirs. Although now more than a decade has passed, the words I wrote

then still ring true, which is why I incorporated the phrase ‘checks and balances' into the

title of this work.

My quest to explain the inherent risks of computerization of the voting process to public
officials has provided me with the opportunity to meet and interact with many experts in
the field. I contacted the Computer Professionals for Social Responsibility's then-chair,
Marc Rotenberg, who led me to Mae Churchill, the founder of Election Watch. She and
her colleagues had investigated various computerized vote tabulation anomalies, and had
provided commentary to the Federal Election Commission on their proposed voting
equipment guidelines. Mae assisted my efforts in Bucks County, and I soon found myself
included in her activities with the public hearings on voting systems in New York City.
Through Mae, and in this work, I encountered a cast of characters, which often seemed to
range from the ridiculous to the sublime, many of whom I greatly appreciate for their
positive influence on my thinking through numerous discussions on this subject. These
included: Ronnie Dugger who clued me to the occasional merits of writing with a pen
(rather than a word processor) in the creative process; the late mathematician Irwin Mann,
who argued with me that there must be a cryptographic solution for voting systems
(despite his lack of success in conjuring up one); Roy Saltman who wrote about this
subject long before it was fashionable; and Richard Wagner for providing insight on

numerous aspects of election administration.
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Among the many others who have supported my doctoral efforts along the way are: my
mother, Zelda Provenzano for her stellar example of persistence (and success) despite
occasional adversity; my many University of Pennsylvania Graphics Lab cohorts,
especially Ranjit Bhatnagar, Pei-Hwa Ho, Jean Griffin, and Bond-Jay Ting, for their
colleagueship, camaraderie and commiseration; and former RCA Labs researchers (Henry
Baird, Doug Dixon, Deborah Hill, Mike Keith, Chris Kocher, and Dave Ripley) and too-
numerous-to-mention current ACM/IEEE-CS Princeton Chapter fellows for their nagging
and cheering (as appropriate). Penn State Professors Tom Warms and Frank Melone
helped ensure the completion of my first Computer Science degree. They, along with
Drexel Professors Hermann Gollwitzer and William Dowling, and my Great Uncle Ben
and Great Aunt Shirley Serota all often encouraged me to finish this last one. My
neighbor, Michelle VanNoy, is appreciated for her persistence in ringing my doorbell
many mornings on her way to work to help ensure that I had an early start each day,
during the final months of draft writing. Thanks also go to my new colleagues at Bryn
Mawr College, especially Computer Science Department Chair Deepak Kumar, who
generously offered an opportunity to practice my dissertation defense there. My

apologies and thanks to anyone else I have neglected to mention here.

My thesis committee has played a large role in assisting me over numerous dissertation
hurdles. I wish to thank my University of Pennsylvania advisor, Norman Badler, for his
infinite patience with directing me through not one, but two theses (and for providing

some funding) during my tenure at the School of Engineering and Applied Science.
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Department Chair Mitch Marcus was instrumental in suggesting "why not write a thesis
on your work with computerized voting?" when my directional hearing project stalled.
Lyle Ungar listened to my complaining over the years about the Ph.D. process, and
returned the favor by providing salient complaints of his own, on the early draft of this
document. As well, Dave Farber's ongoing commentary on security and privacy issues
has been equally helpful. I have reserved the last, but certainly far from least,
acknowledgement for Peter Neumann, who served as outside advisor for this thesis.
With Peter, over the last decade, I have provided testimonies, written articles, and served
on panel sessions on the subject of electronic voting systems. His insight and guidance
has been invaluable, from his painstaking notations regarding that which required
excision from or inclusion into the text, to help with pointers to key resources and
individuals when necessary, and the occasional pep talk when spirits lagged. Iheartily
appreciate the contributions of my committee members to this work and look forward to

continued fruitful interactions with all of you from the other side of the Ph.D. fence.

Finally, in the tradition of Mae (Huettig) Churchill's closing paragraph of her dissertation,
let me also state that "it remains only to add that none of the persons named is responsible
for the various sins of commission and omission probably scattered throughout the text."

REBECCA T. MERCURI

APRIL 2001
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Chapter 1

Democracy is only an experiment in government, and it has the obvious
disadvantage of merely counting votes instead of weighing them.

-- Dean Inge

1.0 Thesis Structure

This thesis:

a)

b)

d)

identifies the various types of voting systems currently in use;

addresses certain major unresolvable issues in electronic vote tabulation from the
standpoint of theoretical computer science;

discusses the realizability of secure and accurate voting systems within a
hierarchy of constraints;

provides a procedure by which existing and proposed voting systems may be
evaluated for potential flaws;

demonstrates the existence of a category of systems for which the ISO's Common

Criteria can be deemed inadequate for security assurance.



The format of this document is as follows:

Chapter 1:

Chapter 2:

Chapter 3:

Chapter 4:

Chapter 5:

Chapter 6:

Chapter 7:

Chapter 8:

Statement of the problem and background information. Vulnerabilities and
constraints. Various case illustrations.

Technology. Description and comparison of common balloting systems --
lever machines, paper, direct recording electronic, vote-by-phone, Internet.
Sociotechnology. Legislation pertinent to voting systems. Components
relevant to voting systems and their inherent flaws: verification and
validation, audit trails, open source software, encryption, access controls,
trust, data issues, secure channels.

Sociology. The election business. Misuse of balloting systems.

Common Criteria. CC evaluation process, voting system criteria, evaluation
levels and constraint conflicts.

A minimal voting system. Tabulation units, CC evaluation, realizability
under constraints. California Internet Voting Task Force evaluation.
Conclusions. Recommendations, remediation, prognosis, future directions.

Postscript. Lessons learned from Election 2000.

Essentially, this thesis is a claim in the form of "process X is a terrible way to do Y"

which is a defendable dissertation statement as long as (a) the claim is new and (b)

process X is a serious contender. Both (a) and (b) will be established in this document,

with process X identified as the use of computational systems for voting and Y being

electronic ballot tabulation under the six constraints (commandments) delineated by

2



Shamos (see Section 1.4). To paraphrase [GTECH]: "The defense will be an analysis
of the limits of process X, i.e., things it can't do, or things it does wrong, along with

evidence that those things matter."

This thesis work is distinguished from others, in that it provides a secure-system view
that includes the treatment of anonymity. A major side result of the thesis is that it
produces a test of the applicability of the Common Criteria process, which is important
as there are very few real evaluations of it to date. As to the evidence that such things
matter, one need only look to recent legislation, policies, and events (such as the latest
e-commerce and Internet hacks) to see the growing need for impenetrable, reliable
systems. Electronic voting had begun to receive attention during 2000 as some U.S.
municipalities implemented online voting in primary elections, but it is now the subject
of intense focus as many communities contemplate the replacement of their existing
election systems in the aftermath of the Florida situation. As well, the United Kingdom
and Australian governments are currently considering web-based voting for their
general elections. A significant non-voting application for this dissertation involves the
newly imposed requirements for the release of NSF-funded research data, where

anonymous reporting would also be essential.

This thesis should be evaluated in terms of the comprehensive nature of the discussion.
Have all significant avenues of vulnerability been adequately described? Has the
balance between the sets of imposed constraints and assurable system levels been
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defined? Does the authentication process provide a methodology by which voting
systems may be evaluated? Satisfying these questions yields an effective thesis, and also
a document that can be used to improve the quality of electronic vote tabulation systems
in the years to come. The security analysis presented can set an example for how to

approach other integrity-sensitive applications as well.

It should be noted that this thesis was publicly defended at the University of
Pennsylvania on October 27, 2000. I have chosen to maintain the form of this
dissertation as it was then presented, since it now has merit both as a scientific document
and also as an historic work which pre-dated the extensive legal, media, and academic
investigations of voting systems which followed the November 7, 2000 election.
Material specific to that election appears at the end of this thesis, after the conclusions
and recommendations chapter. The thesis stands on its own without these additional
writings, but the supplementary information should assist readers who may be
contemplating the construction or procurement of new voting equipment, or who would
like to know more about technical aspects pertinent to the November Presidential

election.



1.1 Author's Contributions

For those readers unfamiliar with the subject of electronic vote tabulation, it may be
helpful to describe here the prior contributions of this author (Doctoral Candidate
Rebecca Mercuri) to the body of existing literature. For a considerable portion of the
last decade, I have provided expert testimony on this subject in the form of commentary
at public hearings, sworn statements, private meetings with equipment vendors and
elected officials, written system evaluation documents, professional journal articles, and
media interviews. (Most of these commentaries are available on my Website at:

www.notablesoftware.com via the electronic vote tabulation link.)

In constructing this thesis, my own writing is used extensively. In particular, the
description of the Sequoia Pacific system in Section 1.5, appeared earlier as [MER92a].
The discussion of the St. Petersburg, Florida and Ohio elections in that same section,
was taken from [MER93b]. Sections 2.3 on DREs, 3.2 on verification and validation,
and 3.3 on audit trails are largely from [MER92]. Section 4.1 on the election business is
from [MER93] and Section 4.2 on misuse is from [MER93a]. For the Urban Policy
Research Institute's Election Watch group, I produced a voting machine evaluation

document, which provided the groundwork for some of the aforementioned

pieces.[MER91]



Additional work included chairing the National Institute of Standards and Technology's
16th National Computer Security Conference session on Security and Auditability of
Electronic Vote Tabulation Systems, where I played a key role in generating papers with
the panelists. One of these was Peter Neumann's "Security Criteria for Electronic
Voting," which eventually was reprinted in his Computer Related Risks book [NEU95]
and which provides the framework for Section 5.2 on voting system criteria. Also, as
chair for the session entitled Electronic Voting -- Threats to Democracy, at the 3rd
Conference on Computers, Freedom and Privacy, I was again instrumental in the
development of panelist papers, including those by Michael Shamos [SHA93] and Roy

Saltman [SALS88], referenced in the body of this dissertation.

1.2 Background

Suffrage, the right to vote, has long been viewed as integral to the maintenance of
elective democracies, such as that in the United States of America. Election systems are
also important to many other foreign countries, stock-based companies, worker's unions,
homeowner and community associations, and so on. Through the election process,
eligible individuals are able to register their opinions (via referendum questions and
preferential balloting) and they can elect representatives who are viewed as capable of
reflecting the views of the majority while serving their constituents. Given the

importance of the voting process, one might then surmise that the highest security






